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AB STB.AC:I1

In this paper, we shall present a new scheme to solve the problem of secure broad-
casting in a network. By the use of the proposed scheme, a sender can send secret
messages to a group of users, but only the legitimate receivers ;:an recover the plain
messages. Qur cryptosystem is based on the ElGamal’s public-key scheme and the se-
curity is the same as that of the ElGamal’s. Further, all of the computations in the

scheme can be performed efficiently.
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1. Introduction

The privacy and integrity of data transmission have become more and more impor-
tant in the age of computers and communications. Secret data stored or transmitted
in computer systems need to be well protected. In a large-scale telecommunication net-
work, messages transmission among users have to be controlled and rnanaged carefully.
A broadcasting‘ system has the property that a single transmisson from a user may be
received simultaneously by several other users. There are several schemes for the prob-
lem of secure broadcasting. For instance, the secure broadcasting schemes in [2,3] are
based on the RSA public-key scheme, and the scheme in [9] is based on the ElGamal’s
public-key scheme.

In 1993, Jan and Yu [9] proposed a broadcasting system based on the ElGamal’s
public-key scheme. They employ the ElGamal’s scheme to devise the encryption, de-
cryption methods, and the Chinese Remainder Theorem to compute an integer PB as
the receivers location in the single key concept[8]. They also calculate the parameter B
as a base of the single key. After receiving the broadcasting messages, a receiver can

use the two parameters PB and B to recover the original messages if he is legitimate.

In this papér, we propose a new secure broadcasting cryptosystem based on the
ElGamal’s public-key scheme. In order to send secret messages to the other users, we
design the cryptosystem in such a way that only the authorized receivers can decipher
the ciphertext, while the illegal users can’t get any plaintext. Our cryptosystem will
employ the Elgamal’s public-key scheme and two mathematical theorems. By the use of
our method, we can find that the parameters PB and B will be combined and the length
of the transmitted messages will be reduced. Moreover, the security of our cryptosystem

1s the same as that of the ElGamal’s public-key scheme.

In next section, we will review the ElGamal’s scheme and state the mathematical
theorems, which are used in our proposed cryptosystem. In section 3, we will discuss in
detail our proposed cryptosystem scheme and give an example to explain the scheme.

- The security analysis of the scheme will be appeared in section 4. Finally, we have some
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conclusions about this paper in the last section.

2. Background of the scheme

In this section, let us review some techniques and mathematical background which
will be used in the scheme. Firstly, we will discuss some properties of the ElGamal’s
public-key scheme. Let P be a large prime number and g be a primitive element in
GF(P). Let U = {Ul,U2,...,Un} be a group of n users in the broadcasting network
system. Each user U; has an identification number :d; , a secret key z; , and a public

key y;, where z; € [1, P — 2] and y; = g**(modP) .

If user U, wants to send a message M to user Us. User U, selects a random number
r € [1,P — 2], and calculates C, = ¢g"(modP) , then U, uses the value r and the public
key yp of user Uy to encipher the message M ;ie. ,Cy =M - y;(modP) . The value r
is kept secret and the two values Cy,Cy are transmitted to user Uy. Now , U can use

C,Car to decipher and get the plaintext M as following :
Car - ((Cr)™) ™ (modP)
= M -y;((g")™*) "} (modP)
=M -(g"*)"((¢")**) "' (modP)
=M -(¢™*")(g"**) " (modP)
= M(modP).

Where (-)~! indicates the multiplicative inverse of (-) with modulus P.

Secondly, let us discuss the following theorems for the encryption and decryption

procedures such that only legal receivers can reveal the messages.

_ Theorem 2.1

Let q1,¢2,...,9» are pairwise relatively primes, and let {zi}i=1,,.,n be a set of
nonnegative integers. If Maz{zi}i<i<n < n < Min{gj}1<j<n, then there exists a
constant X = Y 0, QipiN; mod n x []i_, ¢i such that L%Jmod n = z; , where Q; =
n x H;.'# gi, Qipi = n(mod n x ¢;) and N; = [222] .
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For the proof of the theorem and how to find the values Ppi, one can consult [1,2].

Example 2.1
Letgi=7,g2=8,g3 =9,q4 =11,g5 = 13,5 = 17and 2, = 3,25 = 4,23 = 1,24 =
4,z5=0,3:6=2_,then .
| Qi=nx ][]
i
so Q) = 1050192, Q; = 918918, Qs = 816816, Q4 = 668304, Q5 = 565488, Qs = 432432.

N; = fxi ak i

1,
we obatin N} =4,N, =6,N3 =2, Ny = 8, Ns = 0, Ng = 6.
Qip; = n(mod n x g;),

we select p; = 2,py = 1,p3 = —4,ps = 5,ps =6,p6 = 2. So, X = Yon QipiNimod n x
[T, ¢i = (1050192 x 2 x 4 + 918918 x 1 x 6 + 816816 x (—4) x 2+ 668304 x 5 x 8 +
565488 x 6 x 0 + 432432 x 2 x 6)mod(7351344) = 39301860 mod 7351344 = 2545140.

LJm@n_L%“M% 0d 6=3 =z,
[ Jmod n= [204514()] mod 6 =4 =z,
|_ Jmod n= l_2545140_| mod 6 =1=uz3
[ Jmod n= [204514()] od 6 =i4 =4
|_ Jmodn— [_2545140_]m d6—-0-3:5
|_ Jmod n= [2545140jmod 6 =2=uzs.

Theroem 2.2

Let ry,rg,...and v, be n (n > 2) elements from GF(P), and P be a prime number.

Then there exists an integer Q such that
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ri = (P + 1) — {[m:f}mod(P + 1)}, fori1=1,2,...,n
pf: Let |
Q=(P+1)" =Y ri(P+1)"'.  Then,
=1
Q I SO = |
(P+1)i—1 :(P+1)n—1+1_ er(P"i-])J“'+ri+z'ri+j(P+1)J :G—'T,‘—-b,
J=1 Jj=1
where - .
a=(P+1)" 7~ Zri_;.j(P + 1), and
=1
i—l . -
b= (P + 1),

1=1

we can see that
amod(P+1)=0

and
i—1 i—1

b= ri(P+1Y~ <3 PP+1Y " =1-(P+1)'7 <1,

j=1 i=1

Therefore, we have

P+1) = {[52

FroemedP A D} =P+~ {la—ri-b} =r:

3. Our proposed scheme

In this section, we shall present a cryptosystem to solve the problem of secure
broadcasting. Based on the Elgamal’s scheme, there are two public values P and g
in the system. P is a large prime number and g is a primitive element in GF(P).
Assuming U = {U;,U,,...,U,} be a group of n users in the broadcasting network
system. Let R is the receiver’s group, R C U, U, is the sender and U, is the receiver,
Us,Ur € U,idy,ids,...,id, are user’s id numbers which are pairwise relatively prime,

and n < id; < P, i=1,2,....n. Each user U; has his secret key z; and public key y;,
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where gcd(z,, P — 1) = 1. Suppose K 1s the communication key , K € [1,P —2]. The

format of the broadcasting message is given as follows:

Cr Qx X SID | | CKD C SG
r K id, K M

where

o

C
SG

: ciphertext of r;

. ciphertext of communication key K computed by Theroem 2.2;
. the receiver’s location by using Theorem 2.1;

SID :
CKD :

Ciphertext of sender’s id number and is enciphered by the key K;

ciphertext of communication key K by using K;

: ciphertext of the messages M by using K;

: ciphertext of the sender’s signature.

Algorithm 3.1 [Message encryption for the sender U,]

Input. The sending messages M, identification numbers id; and the public keys y;,

i=1,2,....n , the secret key =5 of Us, the two public values P and g.

Output. Cr, Qk, X, SID, CKD, C, SG

Stepl. [Select a communication key K]

Select K value, K € [1,P —2].

Step2. [Compute Cr, Qk, by using ElGamal’s scheme, Theroem 2.2.]

(1) Select a random number r, T € [1,P -2].
(2) Compute

o _ [ K-yi(modP)+1, ifui€R;
i=10, \ otherwise, i=1,2,...,n.
(3) Let
_ {i, if U; € R;

ti 0, otherwise, i=1,2,...,n.
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(4) Compute ’

Cr= g (modP),

Qi =(P+1)" =) b(P+1)""
i=1

Step3. [Compute X by using Theorem 2.1.]
Compute X such that

[%(—Jmodn:t,-, 1=1,2,...,n.
id;

Step4.[Encrypt the messages id,, K, M using K by ElGamal’s scheme.]
Compute the SID, CKD, C

SID = idy(C.)¥ (modP),
CKD =K - (C.)¥(modP),
C =M -(C.)X(modP).

StepS. [Compute SG by using the Euclidean Algorithm[4] to solve the congruence. ]
K=r -y, +zs-SG(modP —1).

Step6. [Send the broadcasting messages.]
The format is (C,,Q%, X, SID, CKD, C, SG).

Algorithm 3.2 [Message decryption for the receiver]

Input. The receiver id, and secret key z,,Cr,Qk,X,SID,
CKD, C, SG, the two public values P and g.

Qutput. The plaintext M.
Stepl. [Compute the t, from X using Theorem 2.1.]

X
Compute t, = I‘z—d~“ mod n.
Ift, =0then STOP.
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Step2. [Compute the b, from Qi by usihg Theroem 2.2 ]

Compute b, = (P + 1) — {[ 5= |mod(P + 1)}

{[(P-*— 1)t~
If b, =0 then STOP.

Step3. [Compute the K using Cr and b, by ElGamal’s scheme.]
K mod P = (b, — 1) - ((Cr)**) " (modP).

Step4. [Compute the K’ using CKD, and check with Step3.]
= CKD((C/)*) ! (modP)
If K' #+ K then STOP.

Step5. [Decrypt the ciphertext C using K and C, by ElGamal’s scheme.]
| M mod P = C - ((Cr)¥) ™} (modP).
Step6. [Compute the sender’s id, number using SID,Cr,ahci K by ElGamal’s scheme.]
id, mod P = SID((C.)*)™!(modP).
Step7. [Check the signaﬁre]
Compute S = (C,)¥ “(y5)°C(modP).

If S = g5 mod P then the message M is sent by U, else the message M is invalid.

Example 3.1

Let U = {U;,Us,...,Us} be six users in the cryptosystem and their keys are listed
in the table 1. The public key values P = 31, g=3.

USER Public key yi| Secret key z;| User 2d;
1 29 9 7

2 26 5 8

3 20 8 9

4 19 4 11

) 9 . 2 13

6 16 6 17

Table 1. Public keys and Secret keys
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Suppose user U; wants to send a messages M = "NORTH” to U; and U;. To
encipher the messages M, we use 2 digits to stand for each character, that is A=01,

B=02,...,2=26. Now, we present the encryption and decryption steps as follows.

The encryption steps

Stepl. Let K =10.
Step2. (1) Let r =11.
(2) by =0, by =0,
by = KyfmodP +1=10-20"mod31 +1 =09,
by = KyimodP +1 =10 - 19" mod31 + 1 = 8,
bs = 0, bs = 0.
(3) Let ¢; = 0,2, = 0,13 = 3,4 = 4,t5 = 0,6 = 0.
(4) Compute C, = g"(modP) = 3''mod31 = 13,
Qe =(P+1)" = XL, bi(P+ 1)~
=320 —(04+049-322+8-32° + 0+ 0) = 1073470464.
Step3. L%J mod6 = 0, [%(-JmodG = 0,[29(-Jmod6 = 3,
| X Jmod6 = 4, | £|mod6 = 0,| & |mod6 = 0.
X = %, QipiNimods x [1%, o
= (816816 - (—4) - 5 + 668304 - 5 - 8)mod(7351344) = 3044496.
Step4. SID = id,(C,)¥(modP) = 7-13'%mod31 = 4.
CKD = K(C,)X(modP) = 10 - 13°mod31 = 19.
M ="NORTH”=14 15 18 20 08.
C =M -(C,)X(modP).
14(13)1%(mod31) = 8.
15(13)'°(mod31) = 13.
18(13)'°(mod31) = 28.
20(13)19(mod31) = 7.
8(13)1°(mod31) = 9.
C =08 13 28 07 09.
§t_eg_5_;K =7r- y3‘+ zs - SG(modP — 1),
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10 =11-29 4+ 9- SG(mod30), ' SG=9.
Step6. U; broadcasts these messages:
[13,1073470464,3044496,4,19,(08,13,28,07,09),9].

The decryption steps of the receiver Us are described as follows.

The decryption steps

Stepl. t3 = L%Jmodn = L&‘*g—“?—sjmoa% = 3.

Step2. by = (P + 1) — {[pgim=r Imod(P + 1)}
=32 - {f%%&]mod@m} =9. v

Step3. K = (b3 — 1)((C,)**) "' (modP) = 8(13%)~!(mod31)
= 8(1371)¥(mod31) = 8 - 128mod31 = 10.

Step4. K' = CKD((C,)¥)"1(modP) = 19(13'°)~*(mod31)
= 19(1371)!°(mod31) = 19 - 12!%m0d31 = 10.

steps. M = C - ((C,)¥)~(modP).
8((13)'%)~1(mod31) = 8 - 12!%mod31 = 14.
13((13)1°)"1(mod31) = 13 - 12!%mod31 = 15. °
28((13)1°)~1(mod31) = 28 - 12!°mod31 = 18.
7((13)1°) 1 (mod31) = 7- 12'%mod31 = 20.
9((13)1°)~(mod31) = 9 - 121%mod31 = 8.
Therefore, M = 14 15 18 20 08 = "NORTH".

Step$. id, = SID((C,)¥)~1(modP) = 4(13'%)"'mod31 = 7.

Step7. § = (Cr)¥* - (y5)°C (modP) = 13?9 - 29°(mod31) = 25.
g¥(modP) = 3'%(mod31) = 25.
S = g¥(modP),

which means that the message is sent by the user U;.

4. Analysis of the presented Scheme.

In this section, we shall analyze the security of the presented scheme. From algo-

rithm 3.2, we know that if someone wants to break our cryptosystem, he must know
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the value of K. The value of K is computed by C;, b, and z, in step 3. The value of
b, can be computed by Q and t,. The value of ¢, can be computed by id, and X. The
values of C;, Q, and X are mixed in the broadcasting messages. The value of z, is the
secret key of the receiver U,. If an intruder wants to reveal the secret key z; of U; by
knowing the associated public key y;, he has to break the ElGamal’s scheme. Therefore,
the security of our cryptosystem is rest on the ElGamal’s public-key scheme.

Further, We shall consider the computational and storage complexity of the pro-
posed scheme. First, we analyze the computational complexity. The computational
complexity relies on that of obtaining the integers X and ()¢ in algorithm 3.1 and
revealing b, in algorithm 3.2. Before obtain the integer X, we must compute all of
the integers Q;,N;,p;, i=1,2,....,n. For the computation of all integers Q;, i=1,2,...,n,
it requires n mul‘tiplications and n divisions. For the computation of all integers Nj,
i=1,2,....n, it requires n multiplications and n divisions. For the computation of all in-
tegers p;, i=1,2,...,n, it needs n(0.843 - In(n - ¢) + 1.47) divisions operation on average[4].
For the computation of integer X, it requires n additions, 2n multiplications and one
modular operation. Therefore, to obtain the integer X, it requires totally n additions,
4n multiplications, 2n + n(0.843 - In(n - ¢) 4 1.47) divisions and one modular operation.
Moreover, to obtain the integer Q&, it requires n additions and n + log, n multiplica-
tions, if the Honer’s rule is applied. To reveal one b;, it requires log, j multiplications,
one diviéion, two additions and one.modular operation.

Finally, the number of bits required to represent the public parameters Q, X, Cr,
C are nflog,(P +1)], nflog, (P +1)], [logy(P +1)], [log,(P +1)], respectively, if there
are n users in the broadcasting network system. Therefore, totally the storage needed

is propertional to 2(n + 1)[log,(P + 1)].

5. Conclusions

We have proposed a new scheme to solve the problem of broadcasting in a net-
work. In our cryptosystem, the encryption, decryption methods are based on ElGa-
mal’s scheme. The sender can arbitrarily select some users who are authorized to reveal
the messages. After the legitimate receivers accepted the messages, he can decrypt the

ciphertext and check the sender’s signature. In the system, the parameters of transmit-
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ted meséages are reduced and the security of the cryptosystem is also the same as the
ElGamal’s scheme. Further, all of the computations in the scheme can be performed

efficiently.
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